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Chapter 1 Introduction

1.1 What is NetPrint?

The NetPrint system is a combination of hardware and software to allow
clients to update network account balances via easy to use networked
stations. There is one or more NetPrint “servers, each of which are
running Windows NT 4.0 and the NetPrint Manager Service software.
Each NetPrint server may control one or more NetPrint stations. It is
with the NetPrint stations that the end users interact.

Each NetPrint server will communicate with an account holding system
to update and retrieve the user's balance. Currently, this is a Pcounter
solution.

Authentication of user credentials is configurable on a per-station basis.
Authentication is provided for the standard NT and NetWare NDS
security managers. A simple plug-in interface also allows custom
authentication to be performed as necessary.

1.2 System Architecture

The controlling factor in any NetPrint installation is the NetPrint Server
(or servers). These servers communicate with the stations using a
custom communications protocol. TCP/IP is used as the transport |ayer.
Installation of a NetPrint station is simply a matter of plugging the unit
into the local 10Base-T network and configuring a NetPrint server to
manage the new unit.

The NetPrint stations contain no real software of their own - only a
boot-package (ROM) to allow network based booting. This allows for
trivial upgrades of the NetPrint station kernel software.

Since the stations boot off the network, appropriate support services
must be provided. The distribution of the NetPrint software contains
both DHCP and TFTP servers in order to boot the stations. These may
be disabled if the local network already provides the requisite services.

Configuration of the system is achieved via a GUI interface in a
Windows NT Control Panel Applet. This user-friendly applet is used to
control every aspect of each NetPrint station individually. Also

provided is a separate log-enquiry applet to alow day-to-day
administrative users to enquire of the system.

If required, the stations can be configured to display a set of rotating
messages (e.g. for instructions, advertisements, announcements, etc.)
during idle periods.

1.3 Copyright

This document is Copyright © 1999-2000 Syntaxis Technology Ltd, all
rights reserved. This document contains unpublished proprietary
intellectual property of Syntaxis Technology Ltd.

The copyright notice above does not evidence any actual or intended
publication of such intellectual property or any related source code.

1.4 Change History

Date Version | Main Changes

19/0ct/1999 | 1.0 Initial Release (beta)

16/Apr/2000 | 1.0.2 Initial User Release

28/0Oct/2000 | 1.1 First encrypted release

05/Dec/2000 | 1.2 Non-infinite DHCP lease
Full NetWare context

19/Jan/2001 | 1.3 Logging cash content

12/Feb/2001 | 1.4

Status enquiry
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Chapter 2 Setup

2.1 Installation

You will have received the NetPrint Manager software either on CD or
via an email/web download. In the first case, if you have autorun
enabled, smply placing the CD in the drive should start the Setup. If
you do not have autorun enabled, or you are installing from a web/email
download, double-click on the setup.exe file in Explorer.

NOTE: You must be logged on with administrative privileges in order to
install the software. Once the software is installed, administrative
privileges are no longer required.
Once the Setup program has initialised, follow the on-screen
instructions as below to install the software.

ICS HetPrint Manager Installation

Weicome!

Thiz installation pragram will ingtall the IC5 MNetPrint
b anager.

Fresz the Mext button to start the installation. rou can
prezs the Exit Setup button now if pou do not want to
inztall the [CS MetPrint bManager at this time.

LCancel |

< Back

ICS MetPrint Manager Installation

SOFTwWARE LICEMCE AGREEMEMT -

THIS LICEMCE AGREEMENT SETS FORTH
THE TERMS aMD COMDITIONS OF THE
LICEMCE FOR THE SOFTWARE.
INSTALLING, COFYING OF USING THE
SOFTWARE COMSTITUTES YOUR
ACCEFTAMCE OF THIS AGREEMENT.

DEFIMITIONS: The fallawing definitiohs are
applicable to thiz agreement; "SOFTWARE"

referz without limitation, to all computer programs,
files and product information, and all printed

materialz supplied by Syntasis Technology and
Integrated Card Solutionz [hereinafter called
"SuntarizACS"): MUSE" congistz of either lnading
the SOFTWARE into computer mermory ar

unning it ina CPU; "IMSTALL" means to copy

the SOFTWARE to a hard disk drive or similar ;I

LCancel |

¢ Back

Figure 2-1 Initial NetPrint install screen

Figure 2-2 NetPrint Licence Agreement
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ICS MetPrint Manager Installation

Select Destination
Directory

Pleasze select the directory where the IC5 MetPrint
kanager files are to be installed.

C:\netprint Browse |

LCancel |

¢ Back

Figure 2-3 Select NetPrint Directory
Choose alocal drive.

Since the system runs as an NT system service, you may not install the
system on a network drive (i.e. one that is not local to your machine).
Installing on a network drive will result in Error 5: Access is denied
errors when trying to start the service.

ICS MetPrint Manager Installation

Backup Replaced Files?

Thiz ingtallation program can create backup copies of
all filez replaced during the installation. Do pou want
to create backups of the replaced files?

o+ Yes
" Mo

¢ Back

LCancel |

Figure 2-4 Whether to backup current NetPrint files
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ICS MetPrint Manager Installation

Select Backup Directory

Pleaze zelect the directary where the replaced files
will be copied.

C:hnetprintsBACKLP Browse

¢ Back

LCancel |

ICS MetPrint Manager Installation

Select Group

Enter the name af the aroup to add the [C5 MNetPrint
bl anager icons to:

ICS MetPrint

3Com MIC Utihties

Acceszones

Startup

Intel Wetpart b anager

Startup

Adrmirnistrative Tools [Common]
Mizrozaft Intermet Server [Comman]
Mizrozoft Index Server [Common]
Cryztal Reports 4.5

WhC

Foounter for HT

Figure 2-5 Select NetPrint backup directory

¢ Back

LCancel |

Figure 2-6 Select NetPrint Group-name
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IC5 MetPrint Manager Installation Congratulations! |

Thank you for installing the IC5

Rfafiy' to fnstail! MetPrint system. If you have any
problems. pleaze consult the online
help in the_ first instance and Altma_n

You are now ready to install the |C5 HetPrint and Associates on 01337 541400 if

tManager. you still have problems.

Frezz the Mext button to begin the installation or the T'ou should now create a NEW user

Back button ko reenter the installation information. solely for the purpose of running the

MetPrint system. The user should exist
on both NT and Netware [if applicable]
with the zame pazsword. You will need
to change the service startup for
MetPrint to run as thiz uzer and also
enter the details in the HetPnnt control
panel.

Figure 2-8 NetPrint successfully installed
Cancel | If you have any hardware queries, please contact ICS.

¢ Back

Figure 2-7 NetPrint set-up choices completed If you have any software queries, please contact Altman & Associates.
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Chapter 3 Configuration

3.1 Control Panel

The NetPrint Control Panel Applet (moneycpl - Figure 3-1 shows it's
icon) is used to configure al options. It allows configuration of a
remote NetPrint server, assuming that the logged-on user has the
appropriate rights to the HKEY LOCAL MACHINE registry hive.

3 Control Panel =] !
Sie Zdl Mew Hel
B 4 s @
i

H B b o=

Select MetPrint zerver I
Type the UMC path to the machine 0k
runhing the MetPrint zerver below, -
Leave blank for this machine. Cancel I

AzdBemows  Conzok DaeTime  Cevice Cizpar Fori: GEY Itz
Frogzms
55 9B h % W @
Fe band Lu=riiiy W _dzn b il _riny Junre brudli n=d 4 M=lF il Ly
aark
a3 e I " Iy i
woP e 5P ¢ A
Heto b, 1] FC Za. Puil Findzr Reiinzl 2081 Adzpas Serwa
FCMCLY Zethge
i ]
&, a4 = &
HE AL Yt sl lope Dacares Temshong I
|Nl:'|F'| 1. Cund g ralion Ayl &

Figure 3-1 Selecting the NetPrint Control Panel Applet

Upon double clicking the NetPrint icon in Control Panel, you will be
presented with a dialog similar to that in Figure 3-2. If you wish to
configure a remote machine, enter its UNC path in the box (for
example, "//OtherBox™). If you wish to configure the local machine,
leave the box blank.

Figure 3-2 Selecting the NetPrint server

3.2 Licensing

The NetPrint Manager software on the NT controller requires a licence
code before it can run. If you attempt to start the Syntaxis Technology
NetPrint Manager (netprintman) service without this code, you'll get a
licensing error.
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T N | A 32cheracter (excluding dashes) code will then be sent to you. Click

MHetwork B ook SEtup; General Setup  Licensing ;

- Licenze Seed

Y'ou need to supply the license seed to the distnbutor in order to obtain a
walid license,

g BCEC-EIBC-E4E1-3BDC

- Current Licenze

Licenze Tupe Mo licenze reqistered

M sinteriance Expiny Mo license registered

Licenze Expiny Mo license registered

M azirumn number of MetPrint Bozes MNa license registered

Reqister new license

the Register new license button and type the license key in.

Enter License Code i

fou should have supplied the 8

character seed to the distribukar 1
and received a 32 character Lenzel
code in returh. Exter the 32

character code EXACTLY ag it
was zent bo pou.

Figure 3-4 Entering the licence code

Similarly to above, ensure you type the code (Figure 3-4) exactly asit is
sent to you, including the dashes.

moneycpl i

& Licensing Complete

(] 1 Cancel 1 Spply

Figure 3-3 NetPrint configuration, Licensing

Run the control panel applet and go to the licensing page (Figure 3-3).
You'll need the license seed at the top of the page. Contact Altman &
Associates - or your NetPrint distributor - with the license seed. Ensure
you give the seed exactly asit is displayed, including the dashes.

Figure 3-5 moneycpl has accepted the code

If the code is correct, the Current license section will now reflect (Figure
3-6) your licence and the manager will be able to start when you try.
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e N | 3.3 NetPrint Manager Configuration

MHetwork B ook SEtup; General Setup  Licensing ;

- Licenze Seed

Y'ou need to supply the license seed to the distnbutor in order to obtain a
walid license,

g BCEC-EIBC-E4E1-3BDC

- Current Licenze

Licenze Tupe Evaluation License

A

b aintenance Expiny
Licenze Expiny Sun Oct 071 01:00:00 2000

b asirnuam rmber of MetPrint Boxes 1

i Heaqister new licenze !

(] Cancel 1 Spply

Figure 3-6 Licence code successfully entered

At the end of the evaluation period (for an evaluation licence), the
manager will no longer start again.

The NetPrint Manager configuration is split into two areas:
¢+ Network boot server configuration
¢ NetPrint station configuration

Both portions of the configuration are accessed via the NetPrint Control
Panel Applet.

The NetPrint stations, by default, contain only a small, network boot-
kernel that loads the system software proper. The servers required
(DHCP and TFTP) are included in the standard NetPrint package. For
safety, these servers are defaulted off (in case there are pre-existing
servers present on the network). If you wish to use the NetPrint servers,
read this section for configuration information.

If you wish to use another DHCP and TFTP server, you must disable the
NetPrint versions of the same. Y ou must configure the DHCP server to
assign an IP address to the NetPrint stations and aso assign a TFTP
server and boot file. The boot file - supplied with the software - is
called syntaxis.bin. The TFTP server should serve this to the NetPrint
stations when requested.

3.4 Network boot server configuration
The Network Boot Configuration page is shown in Figure 3-7.

The network boot servers consist of a DHCP server to assign IP
addresses to the NetPrint stations (given their MAC address) and a
TFTP server to download the kernel and executive to the NetPrint
stations.

Most of the configuration options are present to alow the NetPrint
network boot servers to be used as a DHCP server for machines other
than the NetPrint stations. For the NetPrint stations, only the Domain
Name and Sub-net Mask boxes need to be filled. Contact your network
administrator for details of these and the other values, if required.
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MetPrint Configuration ;

Metwork Boot Setup ; General Setupl Licensing;

T he MetFrint zerver implements a DHCF and TETP zerver which are required to
netwark. boat the client MetPrint stationz. [F you alieady have an azzigned DHCP and
TFTP zerver on your network, DO HMOT enable this one.

¥ Enable DHCP Server ¥ Enable TFTP Server

— Common Client Dptions

Damain M ame i

DMS Servers ;D_EI_EI_EI o, 0,00

Gatewayi[l_[l_[l_[l

SubnetMask | 255 255 255 O

MALC addiess i IP addres= i

192.1658.42.233

0o0-0o-C3-02-23-37

Delete MAC

TFTP Kemel Image Directory | C-\Applinetprint

(] i Cancel i Sl i

Figure 3-7 NetPrint Configuration, Network Boot Setup

The main configuration task to be performed is to map MAC (Ethernet
hardware) addresses to IP addresses. In order for a NetPrint station to
be booted, you must supply the MAC address and the IP address that
you wish to assign to the NetPrint software. To add a new mapping,
click the Add MAC address button. The MAC address is printed inside
the NetPrint station cabinet. You must enter the address exactly as

printed. The address must be all upper case and be grouped as shown in
the example (XX-XX-XX-XX-XX-XX). The IP address must be
unique on your network.

Normal rules for DHCP based booting apply. That is, if your DHCP
server is on a different sub-net to those of the NetPrint stations, you
must supply a gateway that will also forward DHCP/BOOTP broadcast
packets. The address of this interface should be entered in the Gateway
configuration box.

Configuration of the TFTP server is ssimpler. You must merely supply
the directory name where the NetPrint station boot image may be found.
By default, this will be the installation directory. If you wish to change
this, enter the directory that contains the syntaxis.bin file for network
booting.

3.5 NetPrint Station Configuration

It is worth noting explicitly that it is necessary to add a configuration
block for each NetPrint station that you wish to use on the network.
This configuration is entirely separate from the Network boot server
configuration discussed previously. Clicking the General Setup tab at
the top of moneycpl will bring up the configuration screen Figure 3-8.

The general set-up tab is split into three distinct areas. Thefirst of these
contains data about the known NetPrint stations and operations that can
be performed on them.
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MetPrint Configuration * i

Metwark Boot Setup  General Setup 1 Licensingi

F.nown M etPrint Stations

&dd

Delete 1
[ vy |

b coify

Bring Station Online 1 T ake Station folinei Statuz Eniguing 1

Reszet Station 1 Feconfigure 1
— Log Settingz
Lag Directory ;E:"-.ﬁ.ppl'metpnnt'xlng

Log Pazsword [zhare level access only)

[ Enable debug-level logging

i~ Imperzonation Details
[ For MT, enter the uzer's domain. For
Metware, enter TREEICOMTE=TI

| UserName inpdnmain

Other  |Altmanaszoc

xxxxxxxx

| Passward i
|

Amnlu i

Ik i [anrel i
Figure 3-8 NetPrint Configuration, General Setup

3.5.1 The Known Station List
This list-box contains the names of the NetPrint stations that you have
added to the system. The buttons to the right of the list-box allow you
to add a new station, remove a station (in which case it will never be

activated) or modify its configuration.
discussed |ater.

The buttons below the list-box perform operations on specific NetPrint
stations. You should highlight the required NetPrint station in the list
box before performing any of these functions.

These operations will be

Bring Station Online

Stations are automatically brought on-line when the system starts. If
you have taken a station off-line manually, you will need to bring it back
online using this button. When a station is off-line, no user input or
monies are accepted. When a station is on-line, users may interact with
the station.

Take Station Offline

In asimilar vein, thiswill take the given station off-line. No user input
will be accepted.

Reset Station

Thiswill cause afull hardware reset of the remote station. There will be
no chance of a user at the station to interact in any way with the process.
Use this option with caution. In normal use, it should not be necessary
to use this function unless you are upgrading the station kernel and
executivefiles.

Reconfigure
If you have modified a station's configuration (see later), then this
function will download the configuration to the MoneylLoader
immediately. Otherwise, it will not be reflected until the next time that
the MoneyL oader is power-cycled.
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Status Enquiry
Retrieves & displays the status for the selected MoneyL oader.

moneycpl i

& Current status for Moneyloader ;

Cantral Channel iz connected

b oneyloader Statuz iz online

The MonepLoader doar is clozed

The MonepLoader haz been active for 392 88 seconds

ethl  Link encap:Ethermnet Hw/addr 00:00:C9:17:85:22
inet addr: 192 168.42. 232 Boast192 168 42 285 Mask: 255 255 255.10
P BROADCAST MOTRAILERS RUMNMIMG MULTICAST MTU:1500 ketic:]
R packetz 293 enors:0 dropped: 0 overuns:0
T packets: 30 erarz0 dropped:0 overrunz:
|nterrupt:5 Baze address: 0x300

Figure 3-9 NetPrint MoneyLoader Status Enquiry
Current information presented is

1) Control channel (connected or not connected). Thisis the connection
to the NetPrint server.

2) MoneyL oader status (online or offline).

3) MoneyLoader door status (open or closed).

4) Up-time for the NetPrint kernel. This is how long (in seconds) the
kernel has been up for - NOT how long the NetPrint server has been
connected

5) A dump of the current parameters for the ethO interface (i.e. the
network card). This has hardware, MAC and IP parameters listed. It's
for debugging only.

3.5.2 Log Settings
The Log Directory indicates where the NetPrint manager log file should
be stored. Thefileis called netprint.log and will reside in the directory
specified here. If your Windows NT installation allows share level
access control, then the Log Password is required from the client
viewing the log. If your installation alows only user-level access-
control, the password is ignored and standard RPC authentication is
required to access the log.

3.5.3 Impersonation Details

A specia user is needed (we recommend dedicating a userid to this for
audit-trail purposes) to act for the updating of Pcounter user balances.
This user should be set-up to have Administrator privileges on the NT
Domain. Enter the UserName & Password assigned to this user. For
NT, enter in Other the Domain. For NetWare enter in Other the NDS
Tree where the user id is defined, the pipe (|) symbol, the context of the
tree where the user exists & another pipe () symbol.

3.6 Adding a station configuration

Upon clicking the Add button next to the known station list box, the
diaog in Figure 3-10 will be shown.

3.6.1 NetPrint Station Setup
In order for the NetPrint manager software to configure and respond to
NetPrint station requests, the station's IP address must be entered into
the first field. The second field is a short piece of descriptive text to aid
operators in identifying NetPrint stations.

The Message Rotation Delay field is used to set how long each message
remains on the screen. Acceptable ranges are 5 seconds to 300 seconds.

Messages will be covered in detail later in this chapter.

The User Input Timeout is used to determine the inactivity timeout for
the NetPrint stations. For example, consider the situation of a user
approaching the station and beginning to type their username. Suppose
the user becomes distracted. The NetPrint station will break out of user
input after the delay specified here. This value also limits the amount of
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time an account stays "open' after a valid username/password pair has 3.6.2 Authentication

been entered. Each NetPrint station can be configured individualy to authenticate

T —— Kl users against an NT domain or host, a NetWare NI_DS tree or via some
custom authentication method. Each option is described below.

HetFrint Station Setup l Authentication ] Print Syztem Link Configuration ] = = = I
MetPrint Configuration

Enter appropriate infarmation below to configure the MetPrint Station Setup  Authentication l Print Swztem Link Configuration ]

individual HetPrint stations. Changes will nat take

effect until pau reset the MetFrint station. Ilzer Authentication Canfiguration
Box |P Address | M. o o0 Authenticate against
{«' MT Diomain
Box Hame/Location |
" Metware NDS

(" Custom Suthentication [via custauth.dl]

Mezzage Raotation Delay [zecondz] 30
—MT Authentization

Ilger input timeout [zeconds] a0 Authentication host/dormain |-"-"-|tl'ﬂﬂﬂ-383'3'31

— Mebware Authentication

[ [ o

NS Tree Mame | Contest Mamne |

| aE. | Cancel

Figure 3-10 Adding a NetPrint station I—I
OF. Catizel

Figure 3-11 NetPrint station authentication
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= NT Domain

Enter the name of the server or domain that will provide the
authentication, in the box provided. Servers must be in the UNC form
(i.e. "/IServerName").

= NetWare NDS

In the NetWare Authentication panel of the configuration options, you
may enter alist of NDS trees and contexts. These will be searched, in
the order you provide them, to authenticate a given user. Careful
crafting of the entries here for each NetPrint station will greatly reduce
the time necessary to authenticate users on alarge NetWare installation.

=  Custom Authentication

An end-user may create a custom authentication DLL that will be used
to authenticate users at the NetPrint stations. This DLL must be called
custauth.dll and full details of its public interface are given in a separate
guide.

3.6.3 _Print System Link Configuration
This tab (Figure 3-12) alows a choice between custom updating &
Pcounter - for either NT or NetWare. The NetPrint software interacts
closely with Pcounter to allow account balance enquiries and updates.
The Pcounter Install Directory needs to contain a correctly configured
copy of account.exe, the Pcounter administration program.

MetPrint Configuration i

MetPrint Station Setup; Authentication  Print Spstem Link Configuration i

= Print Syztem Link Configuration

i~ Print Link. Type
% Pcounter for MTar Metware

= Cusztam PrintLink DLL [via printlink.dil]

—~ Peounter configuration

Location of account exe | C:\Program Files'Poounter for MTAWMT

] i Cancel Epply

Figure 3-12 Print System Link Configuration

3.6.4 Configuring Messages
Since each NetPrint station will be idle for most of its life, it is possible
to configure each station to display a set of messages continuously.
These messages are configured via the Messages tab of the NetPrint
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station configuration. Thistab is only available by selecting an existing
NetPrint station and Modifying its configuration.

MetPrint Configuration
MetPrint Station Setup] .ﬁ.uthenticatinn] Frirk System Link Configuration  Meszages l
E ach MetPrint station can display up to 32 meszages of your chooging. Each
meszage can be up to 10 linez of 40 characters. Meszages are dizplayed and
edited below. Lze the 'Mext’ and 'Frev' buttons to zorall and 'Save’ ba comnit

oy changes.

Current Mezsage Lines 10

Altman & Azsociates
I etPrimt

Poounter ta IS5 MoneyLoaded

Mezzage : 0

I et
Save

Prew

k. | Cancel

Figure 3-13 Messages

Each message consists of up to ten lines of free-form text, each no more
than 30 characters in length. You may configure up to 32 messages per
MoneyL oader.

Blank messages are summarily ignored.

Navigate through the messages with the Prev and Next buttons. The
currently displayed message number is shown below the entry pane. If
you wish to modify a message, type the details in the edit box provided.
Ensure that no more than 10 lines are added for any given message (see
the counter above the entry pane). When you are happy with a given
message, hit the Save button to commit the changes.

A NetPrint station will not reflect the new messages until it is either
rebooted or reconfigured. See previous sections for details.
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3.7 Service Configuration

The NetPrint Manager runs as an NT system service. In this way, it is
not necessary for someone to log in to the console of the NT machine to
start the NetPrint system. You may set the NetPrint Manager service to
start automatically at system boot time or so that it needs to be manually
started each time the system boots. For administrative ease, it is
recommended that the service be set to auto-start.

Services
Service Statusz Startup
Schedule L ETIEY
Semver Started Awkornatic:
Spoaler Started Autamatic:
Syntasis Technolo gy MetPrint Manager ]
TCRAP MetBI0S Helper Started Autamatic:
TCP/IP Frint Server Started Awkornatic:
Telephony Service ENIE]
LIPS L ETIEY
WHC Server Started Awkornatic: o
wiindows ntermet Mame Service Started Automatic 7] =

Hyf Profiles... 1
3 _ |

Startup Parameters:

Figure 3-14 The Services Control Panel Applet

3.7.1 Setting the service Startup Type
Go to Control Panel and double click the Services icon. Find the
Syntaxis Technology NetPrint Manger entry in thelist in the left pane
of the applet.

Highlight this entry and click the Startup button (see Figure 3-14). You
will be presented with the service Startup configuration, as shown in
Figure 3-15.

Service i
Service: Syntawiz Technology MetPrint Manager
= Startup Type
= Autamatic |._E'.K_j
 Manual Cancel !
" Dizabled Help i
—Log On A

% Sustem Account
[ Allowe Service to Interact with Desktop

" This Account: | J

Figure 3-15 Startup Type

The default configuration shows that the service must be started
manually at each boot. If you wish to make the NetPrint service start
automatically, select the Automatic start-up type. By default, the service
does not require any extended privileges and can happily run under the
LocalSystem account (Log on as System Account checked). If,
however, your authentication system (see next chapter) requires an
authenticated user, you should enter that user's details in the applet and
select Log on as This Account. Once you have completed the
configuration, click the OK button. Then, click on the Start button to
start the service for the first time. There should be no errors produced
and the status should change to Started.
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Chapter 4 NetPrint Logging NetPrint Log Utilty
The NetPrint software logs all activity to the netprint.log file. A Control Soachicr | —
Panel utility (nplogepl - Figure 4-1 showsiit's icon) is provided to access _.__ir_ — |

this & provide some custom reporting.

£ Control Panel !E[
|| Fle Edt View Go Favoites Help |-

e B = w5

Caonzole Date/Time Devices Dizplay Find Fast  FindWirz scan Fants
Programs zethings
(G G
e = = < :
Irternet k.eyboard Livellpdate Mail Micrazaft Mai Modems Mouse Multimedia
Postoffice
@ L [
= i B 9 5 2 @
MetPrint Metwork, opec PC Card Ports Printerz Regional
[PCHCIA) Settings

B ¢ &8 @ £ =5 5 &
53Video Color SCSI Adapters Server Services Sounds Spztem Tape Devices  Telephony Eesth szt | Clear log |
Cantral

»
S Figure 4-2 NetPrint Log utility

UrPs WinGuard MT

|'I object(z] selected |NetF‘rint Logging Uity | ty Computer 4 4 . 1 M on eyL 0 ad er en t r | es

Figure 4-1 NetPrint Log Control Panel Applet
'l ! g PP When the NetPrint log Utility displays (Figure 4-2), a value to look for
can be entered in the Search for field; or it can be left blank to display
al. Then after clicking Go, a list of entries (Figure 4-3) will be

displayed.
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MNetPrint Log Utility

Search for || Cancel i
[ Show debug events
Date/Time i Server Humber i Operation i Usger i Semar i
Friday, 17/11,/2000 14:52:53 1] Authentication OF - balance returned  bob 4493
Friday, 17/11,/2000 14:53:06 1] Deposit Units baob c
Friday, 17/11/2000 14:53:.07 1] Depaozit OK bob 4513
Friday, 17/11/2000 14:53:18 1] Authentication Request (MT) M/ cherri
Friday, 17/11,/2000 14:53:20 1] Authentication OF, - balance returned — cteri 23
Friday, 17/11,/2000 14:53:28 1] Deposit Units cteri =}
Friday, 17/11,/2000 14:53:29 1] Depozit OF, cteri 24.0
Friday, 17/11,/2000 14:53:43 1] Authentication Request (MT) M/ rnaltrg
Friday, 17/11,/2000 14:53:52 1] Authentication OF, - balance returned  maltman -115.4
Friday, 17/11,/2000 14:54:11 1] Deposit Units maltman  ech
Friday, 17/11/2000 14:54:12 1] Depozit OF, maltman -114.1
Friday, 17/11,/2000 14:54:27 1] Authentication Request (MT) M/ rnaltrg
Friday, 17/11,/2000 14:54:29 1] Authentication OF, - balance returned  maltman 1141
Friday, 17/11,/2000 14:54:33 1] Deposit Units maltman  bce
Friday, 17/11,/2000 14:54:40 1] Depozit OF, maltman  -112.8
Friday, 17/11,/2000 17:15:33 1] Server Disconnect M/ zelect]
Friday, 17/11,/2000 17:15:33 1] Server Connect M/
Maonday, 20/171/200017:54:08 0 Server Start M/
Maonday, 20/11/200017:54:08 1 Server Start M/ ==
Tuesday, 21/11/200011:38:63 0 Server Start M/ i
1| | H

Cazh content ;

Figure 4-3 Display MoneyLoader entries

4.2 MoneyLoader Cash content

Again, when the NetPrint log Utility displays (Figure 4-2/Figure 4-3),
the Cash Content button can be clicked. This prompts for the logical
ID for the MoneyL oader required (Figure 4-4)

Select HetPrint client

Type the D number of the MetPrint
baw you wish ta enquire upan.

]|

Cancel

i

B

Figure 4-4 Specify MoneyLoader ID

After entering a valid logical id (starting at zero for the first
MoneyL oader defined) alist of the totals of each acceptable coin or note
that should be present in the specified MoneyLoader (Figure 4-5) is

displayed.

nplogcpl i

5p.
10p.
20p,
Alp.
i1,
g2
i)
£10,
£20,

& The box should contain the following amounts of cazh

]
3
3
]
3
]
]
0
]

Figure 4-5 MoneyLoader cash content

After clicking OK, a message is displayed, asking if the values should
be transferred to the clipboard for users to place into another document
(Figure 4-6).

nplogcpl i

e :
'\gg Do you want to copy the cazh content to the clipboard?

Figure 4-6 Copy cash content to the clipboard?

4.3 Clear the Log

The whole log can be cleared - please take care to ensure you have a
backup for audit purposes - by clicking the Clear log button (Figure
2-7). After clicking, awarning message is displayed in case you wish to
cancel, otherwise the log is then wiped clean.
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4.4 Pcounter reports

In addition to the above, the Pcounter Administration utility (Padmin)
can be used to obtain a report of the total received by running the
Deposit report. Also, a print history is available for individua users,
including their deposits, in case of queries.

4.5 Emptying the MoneyLoader

The emptying of the MoneyL oader requires you to physically switch off
the alarm, open the door & swap the Notes & Coin boxes inside for the
Spare empty ones (see sections 5.2 through 5.4).

To ensure the integrity of the Cash content display, you should take the
MoneyLoader station offline before opening it to prevent any extra
money from being deposited. Then run the Cash content & save the
values before opening the door, since the door open transaction "resets"
the Cash content routine.

This aso means that, should you need to open the MoneyLoader door
for any other purposes, you should also run a Cash Content first. This
should then be saved, to be manually added to the one you do when you
next empty the MoneyL oader.
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Chapter 5 MoneyLoader Hardware

5.1 Technical Specifications.

The Money Loading Station consists of a secure 2mm steel cabinet with
five point locking bar for added security.

Dimensions 597 x 525 x 350 @ 35kg
Wall Fixing is achieved with Mounting Bracket.

User interface is via a ¥4 VGA Backlit monochrome LCD and panel
mount Qwerty style Keyboard.

Money Handling is achieved via the following options: -

¢ Coins— NRI G1300 6 coin Electronic mechanism Pre-set with 10p
20p 50p £1 £2. With secure Lockable Cash Box (capacity of cash
box approx. 1500 x £1 coins)

¢ Notes — Diversified Systems Vertical Vault Note Validator.
Programmed for £5 £10 £20 notes with lockable note box.
(Capacity of note box 600 notes)

The electronic interface for money transactions are handled by the STD
Serial Data Board Vrl.5.

The main Engine of the NetPrint station is an Embedded 486 PC
(Advantech PCM-4823/L) with 16 MB Ram and onboard NE2000
compatible Ethernet controller with 10Base-T media access (Media
Access converters are available for 10Base-2 networks)

It is recommended that the NetPrint Station be powered via a 240v non-
switched fused spur rated at 5amp.

5.2 Locking Cashbox Instructions

5.2.1 Remove Cashbox
1. To unlock the cash box mechanism, move the dliders on the top of
the cashbox, (either side of the coin entry mouthpiece) towards the
front of the cashbox, until it is locked in position. The coin
mouthpiece is now closed.

2. Insert the key into the lower left-hand lock.

3. Turn lower left-hand key anti-clockwise ¥ turn.
4. The cashbox can now be lifted out.

(Note: This can be very heavy when full of money)

5.2.2 Open the Cash Box
1. Leavetheleft-hand key in the open position in itslock.

2. Insert the upper centre key and turn to unlock and open the cash box.
3. Remove the Cash

5.2.3 Resetting the Cashbox
1. Inside the top of the cashbox is a metal bar on a spring release
assembly.

2. Place the box on its end and take hold of the external handle with
your left hand.

3. With your right hand inside the box take hold of the metal bar and
Pull it away from the top of the box to release slider mechanism.

4. The dliding locking plate should fall back. The coin mouthpiece is
now open.

5. Closethelid and turn upper centre key anti-clockwise Yaturn.
6. Remove the upper centre key

5.2.4 Replacing the Cashbox
1. Turn lower left-hand key a fraction clockwise to reveal the end of
thelocking arm. NOTE not afull ¥ turn

2. Place the cashbox into the cashbox housing.
3. Turn lower left-hand key clockwise to secure to the housing.

4. Removethekey.
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5.3 Notes Box Instructions

5.3.1 Remove Notes Box
1. To release the notes box mechanism, move the lower black dider to
theright.

2. The notes box can now be pulled forward & out.

5.3.2 Open the Notes Box
1. Insert the key and turn to unlock and open the notes box.

2. The notes are held to the roof of the box by a sprung plate, which
needs to be pulled down

3. Removethe Notes.

5.3.3 Replacing the Notes Box
1. Lock the notes box & remove the key.

2. Slide the notes box into the note reader & push until the slider clicks
to show it is set.

5.4 Setting the Security Alarm

The Money Loader comes with a built-in alarm which, when set, is
activated on the opening of the front door.

The aarm is set by means of a Key-operated switch on the top right
hand corner of the front door.

Next to the key switch isasmall red indicator light.
With the door closed and the red light on, the alarm isNOT set.

To set the alarm Close the front door and turn the key-switch until the
light goesout. The alarm isnow set.

To disengage the alarm, turn the Key-switch until the light comes on.
Make sure this is done before opening the door.

The alarm is powered by a standard P3 9v battery.

5.4.1 Replacing the battery
The battery compartment is located inside the money loader towards the
bottom right hand rear corner of the box. (Towards the rear of the Note

cash box). The battery compartment can be removed by the use of a
small flat blade screwdriver to prise open the compartment.

5.4.2 When to replace the battery
When the door is closed, the alarm not set and the red light is off.
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Chapter 6 MoneyLoader Displays

When the MoneyLoader is first powered on, the LCD will flicker but
not display anything until the TFTP server has downloaded it's boot-file

(syntaxis.bin) program. Sorry, this unit is unavailable
Then the LCD will show a message (Figure 6-1) indicating the program
isre-acquiring its DHCP |ease. Please use another unit

Acquiring DHCP lease

Please wait

Figure 6-2 Loaded but offline

At power-up, this stage usually lasts for about 30-60 seconds before the
MoneyL oader automatically goes online.

If the MoneyLoader has been taken offline from the NetPrint Control
Panel applet, then it will stay in this state until it is brought back online.

Figure 6-1 Boot-file loaded

If the MoneyLoader is successful in re-acquiring it's DHCP lease, the
following (Figure 6-2) is displayed. This indicates that the
MoneyL oader is connected to its NT controller but that it is offline.
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Please enter your username below
Hit ENTER to confirm

Hit ESCAPE to cancel

Press any key to begin

Figure 6-4 Awaiting username entry
After pressing any key to start a transaction, the screen (Figure 6-4) is
displayed prompting for entry of the user's username.

Figure 6-3 Online

When the MoneyLoader is online & ready to be used, Figure 6-3 is
displayed on the MoneyLoader. This is the starting point for the Users
when wanting to deposit money to their printing accounts.
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Please enter your password below Requesting authorization and balance

Hit ENTER to confirm Please wait

Hit ESCAPE to cancel

Figure 6-5 Awaiting password entry Figure 6-6 NetPrint is checking username/password
Next (Figure 6-5), the user's password is prompted for. The LCD momentarily displays Figure 6-6, while it checks the username
& password to seeif they can be authenticated.
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Authorization failed
Your login is incorrect or your Insert money to add credit
Details could not be retrieved Deposit value so far
Press any key to continue Press any key to end
Figure 6-7 Invalid username/password Figure 6-8 Valid login, enter money
If either the username or password is invalid or otherwise unavailable to If the username & password are valid & can be authenticated, then a
login, then Figure 6-7 is displayed. screen (Figure 6-8) is displayed showing current printing balance and

amount so far deposited (thisincrements with each coin or note added).
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Press any key to continue

Figure 6-9 Amount deposited

After finishing depositing money and either pressing any key to show
the transaction is finished or the "no-usage" timer expiring, then the
screen (Figure 6-9) is displayed showing the user's new balance.
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